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DICOM Anonymization Using DicomBrowser 

Version 1.5 | Effective Date: 9/24/18 | Planned Review Date: 3/24/20 

The procedures in this SOP should be followed exactly. If changes to the SOP are needed, 

please send suggested edits to the MarkVCID Coordinating Center. 

I. Purpose 

This guide instructs users in the use of DicomBrowser to remove Personal Health Information 

(PHI) from DICOM files in preparation for transferring the anonymized files to the MarkVCID 

shared Globus endpoint. 

II. Overview 

Anonymization is performed using an application called DicomBrowser, which allows a user to 

modify the metadata in multiple DICOM files in a single step.  This application has a Graphical 

User Interface (GUI) that allows for a user-friendly experience.  To use this application, the user 

must employ an anonymization script (anon_for_markvcid.das) that controls which fields are 

included in the anonymization process.  All PHI will be removed, and users edit the script to 

include two fields (patient age and patient ID).  After editing the script, the anonymization 

process can be applied to all DICOM files from a patient for the entire scan session.  These files 

should be saved in a separate folder to indicate that the data has been anonymized, which 

prevents unwanted alteration of the original DICOM files.   
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III. Procedures 

1. Download DicomBrowser 

a. Go to: https://wiki.xnat.org/xnat-tools/dicombrowser 

 

b. Click to download the installation file for your computer’s platform (Windows, 

Mac, Linux) 

 

2. Edit Anonymization Script 

a. Open the file <anon_for_markvcid.das> in any text editor (Notepad++, VIM, 

Emacs, Atom, Sublime Text, etc.). This file is available from the MarkVCID Wiki 

(secure login required) and is used to tell the program which fields to anonymize 

and whether there are any tag values to be replaced. 
 

b. Edit the values of the last two lines 

i. Input the MarkVCID patient ID into tag (0010, 0010) 

1. Example: (0010, 0010) := “4cbb32f887” 

ii. Input the patient age into tag (0010, 1010) in years.  This number should 

be preceded by a “0” and followed by a “Y” 

1. Example: For 29 years of age - (0010, 1010) := “029Y” 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

c. Save the file 

 

https://wiki.xnat.org/xnat-tools/dicombrowser
https://markvcid.partners.org/consortium-protocols-resources
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3. Prepare DICOM Files for Anonymization 

a.  All DICOM files for a SINGLE PATIENT to be anonymized should be contained 

in a single folder with sub-folders.  Typically, these files will already be 

downloaded from the PACS and separated into scan type (e.g. “T1WTD”) sub-

folders when multiple scan types are present. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

b. Create a separate folder to hold the anonymized DICOM files after the 

anonymization process is finished. This folder will be turned into a Zip archive 

and uploaded to the MarkVCID CC via Globus.  
 

The general directory scheme will be: 

/<Patient_ID>/Scan_type>/<Run_number>-[optional identifier]-anon  
 

The optional identifier is only needed for the diffusion-weighted data.  For 

example: “/4cbb32f887/DiffWTD/1-AP-anon” would be the schema for a single 

run of a diffusion-weighted MRI scan in the “AP” direction of patient 4cbb32f887 

that has already been anonymized. 
 

Note that to correctly handle the “PA” and “AP” diffusion scans, the correct 

naming convention would be “/4cbb32f887/DiffWTD/1-AP-anon” and 

“/4cbb32f887/DiffWTD/2-PA-anon” for subject 4cbb32f887.   
 

An example for a single run of CVR data would be: “/4cbb32f887/CVR/1-anon 
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c. Create a directory tree with the upper level being /<Patient_ID> and the next 

level down being each MRI scan type (e.g., “T1WTD”, “DiffWTD”, “CVR”).  The 

scan type folder should be named according to the following codes: 

Scan Type Code 

T1-weighted / MPRAGE T1WTD 

Cardiovascular Reactivity CVR 

Diffusion weighted DiffWTD 

Fluid Attenuated Inversion Recovery FLAIR 

T2*-weighted / 3D-GRE T2STARWTD 

T2-weighted T2WTD 

Phantom PHANTOM 

 

 

 

 

 

 

 

4. Use DicomBrowser to start the anonymization process 

a. Open DicomBrowser 

b. Click “File” >> “Open...”  
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c. Select the folder which holds the original DICOM files for a SINGLE PATIENT.  

Click “Open”. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

i. After reading the files, the DicomBrowser automatically separates all the 

files by “Patient ID”.  These will appear in a white box on the left.  Under 

each Patient ID folder, DICOM files are further separated by “Study” and 

then by “Series.”  If you selected a folder with only a SINGLE PATIENT, 

you should only see one folder tree in the white box on the left.  

ii. Click on a folder on the left and a table should appear on the right with the 

columns “Tag”, “Name”, “Action”, and “Value.”  This is the metadata 

for one of the DICOM files for the SINGLE PATIENT. 
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d. To change the Patient ID and the age for this patient  

click “Edit” >> “Apply script...” 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

e. You will be asked to select the anonymization script location.  

Select <anon_for_markvcid.das>.  Click “Open”. 
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f. Click “All files” 

 

i. ***If DicomBrowser reads multiple Patient IDs, as indicated by multiple 

patient folders in the white box on the left, you may not be working with 

DICOM files for a SINGLE PATIENT.  You can select only the patient you 

want to anonymize with the values that you put into the anonymization 

script by selecting the patient folder and clicking on “Selected files only” 

after opening the anonymization script.  PLEASE ENSURE THAT YOU 

DON’T REPLACE AGE AND PATIENT ID VALUES ACROSS MULTIPLE 

PATIENTS!*** 

 

g. Check to see that the script worked.  You should see some tags get changed in 

the “Action” and “Value” columns to “Delete” and “(deleted)”, respectively. 
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h. Click “File” >> “Save...” 

i. Select “Write files in adjacent directory with suffix:” in the top dropdown 

menu and “Write all loaded files” in the bottom dropdown menu.   

           

***If you loaded files for multiple patients (see above), you should make 

sure you only save the anonymized DICOM files for a single patient by 

first selecting the files, and making sure “Write only selected files” is 

selected in the bottom dropdown menu*** 

 

j. Click “Save” In the “Save DICOM files” popup menu.  This will create a new 

folder with the same name in the same location as the folder with the original 

DICOM files.  It will be named the same but have “-anon” attached to the name. 
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k. Move the anonymized DICOM folders into their corresponding scan type 

directories in the folder that you created in step 3b.    

i. If your scan session contains a CVR scan, please put the .fcd file in the 

CVR directory in the same level as the anonymized run folders. The 

naming convention is CVR-1.fcd for a single run.  If multiple CVR runs 

were performed, name each successive fcd file as CVR-#.fcd for the file 

associated with run number #.  
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Rename the folders by <run number>-anon (e.g., “2-anon”). Note that “run number” refers to 

the number of scans you acquired of a certain scan type.  For example, if you acquired three 

CVR scans, you would label the folders “1-anon”, 2-anon”, and “3-anon” under the “CVR” 

folder.  
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l. Finally create a Zip archive of the SINGLE PATIENT folder and name the 

archive with the data registration document ID that was emailed to you when you 

registered the scan session, e.g. “a7b560abdca414e2a2a00600a901ba7b.zip”.  

Transfer the archive using Globus to the MarkVCID shared Globus endpoint 

(markvcid#martinosglobus) into the “register” folder. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 


